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LO1 MO PAU
Viét Nam hién c¢6 hon 100 triéu dan, véi hon 70 triéu ngwoi st dung
Internet. Trong giai doan ddy manh va ting t5¢ chuyén d6i s6 nhu hién nay, cac
dbi tuong xau da loi dung su bung nd vé céng nghé thng tin, nhitng tién ich ma
cdng nghé thdng tin mang lai (nhu tuong tac qua mang x& hoi, cac tng dung nhan
tin OTT,...) dé thuc hién nhiéu vu lira dao truc tuyén, chiém doat tai san cé gia tri
cao.

Thoi gian qua, nguoi dan Viét Nam thuong xuyén phai d6i mat vai van nan
lira dao qua mang (ltra dao truc tuyén), cac déi tuong lira dao tim moi cach dé loi
dung, khai thac danh vao diém yéu nhat 1a con ngudi. Bang thi doan tinh vi, doi
tuong ltra d20 4p dung nhiéu bién phap tac dong tam 1y dé lay long tin va dan dat
theo kich ban. Cac hinh thuac ltra dao trén mang lién tuc gia tang khong ngung, tur
lra dao danh cap thong tin ca nhan, lira dao tinh cam, lra dao dau tu... Va muyc
tiéu cudi cung cua cac ddi twong nham dén 13 “tai chinh”.

Ngoai nhitng bién phap k¥ thuat, viéc nang cao nhan thac, cung vai cac ky
nang tir co ban tdi nang cao cho nguoi dan dugc xem la mét trong nhirng bién
phép hang dau giup ngin chin tac dong tiéu cuc cua lira dao truc tuyén. Khi ngudi
dan, nhitng ngudi yéu thé nim viing duoc cac ki nang nhan dién va phong chong
ltra d40 truc tuyén s& canh giac hon, tir d6 giam thiéu van nan lra dao truc tuyén
dang xay ra hang ngay.

Phong chdng lira dao trén khéng gian mang khéng chi 1a trach nhiém cua
co quan gquan 1y nha nudc ma con la trach nhiém chung cua toan xa hoi. Viéc tu
bao vé ban than trén khong gian mang la mdt hanh trinh khong ngimg nghi, doi
hoi su canh giac va nd luc lién tuc. Moi nguoi can nam duoc nhiing kién thtrc va
k¥ nang can thiét dé trd thanh mot ngudi dung an toan va thong minh trén khong
gian mang.



|. KY NANG NHAN BIET

Ky ndng nhdn biét 9iOp nguoi ding nam dwoc nhitng kién thire co ban dé
kip thoi nhdn biét va phong tranh nguy co bi lira ddo tric tuyén. Kich ban chung
ciia cdc doi twong thiong la gid mao danh tinh hodc svr dung tai khodn mang xd
hoi gid mao dé lién hé véi nan nhan, dan du khai bdo thong tin ca nhdn, thong tin
tai khodn ngdn hang hodc nhdp vao dwong lién két, tai vé iing dung doc hai nham
chiém doat tai chinh cia nan nhan.

1. Cach tiép can

Céac doi tugng lira dao thudng ap dung céc thi doan tac dong tam 1y dé tiép
can nan nhan nhu: Ty nhan/gia mao 1 co quan céng quyén (cong an, vién kiém
s4t, can bd dang 1am viéc tai cac B&/Nganh...), don vi cung cap dich vu, cac to
chtic tai chinh ngan hang, gia dinh ban bé.... dé danh vao ndi so hii, 10ng tham,
tinh cdm, chu quan...

Cac kénh thudng duoc d6i tuong lira ddo sir dung dé tiép can gom:

- Cudc goi qua SIM

- Tin nhan (SMS)/ Thu dién tir (Email)

- Mang xa hoi

- Nén tang chat OTT (Vi du: Zalo, WhatsApp, Viber, Telegram...). Di khi
cac doi tugng con st dung truc tiep cac kénh OTT nay dé tip can nan
nhan.

-  Website gia mao

- Céc ung dung gia mao

2. Phwong thire lira ddo

Céc phuong thirc chinh dugc cac ddi tuong hra dao tryc tuyén st dung bao

- DAn du Quét ma QR hoic vao cac website lira ddo dé 1dy cap thong tin ca
nhan (dé hack vao céc loai tai khoan) tir day tiép tuc lira ddo dé 1ay cac ma
OTP, ma xac thuec,...hodc hack vao cac tai khoan mang xa hoi dé 1am ban
dap tiép tuc Itra ddo ban be¢, nguodi than.

- Hudng két ndi vao cac tng dung chat OTT dé thao ting tAm 1y (thuong nhu
Zalo sau d6 dan du vao cac OTT khong duoc kiém soat khac nhu Telegram,
Viber, WhatsApp. .. dé tir ddy ap dung céc kich ban lira ddo khac nhau ...)



Lira nan nhén cai cac ung dung gia mao hoac kich hoat tép tin c6 chén ma
doc hai (c6 dudi nhu .pdf, .doc, .xIsx, .bat, .zip, .rar, .html, exe...) dé chiém
quyén thiét bj tir 46 danh cip thong tin ca nhan, iy tién trong tai khoan,
bdi nho danh du hoic téng tién. ..

Tac dong tam 1y tryc tiép (qua dién thoat) dé chiém doat tién truc tiép (qua
chuyén khoan hoic ra ngan hang gui tién cho dbi trong lira dao) hodc dan
du nan nhan nhap cl phép chuyén sang eSIM dé chiém doat s6 dién thoai
cua nan nhan..

3. Cach thirc thuc hién

Poi tugng lira dao thuong dan dy nan nhan bang nhitng cach sau day:

Tao dung 10ng tin: Gia danh to chirc uy tin nhu ngan hang, co quan chinh
pht, hodc cong ty noi tiéng. D6i twong sir dung email, tin nhan, hoic cudc
goi dé tao dung 10ng tin va yéu cau thdng tin nhay cam tir nan nhan.

Kich ban lira dao: Puogc bién soan sin mot cach chi tiét, va khéo 160 dé
thao tiing tam ly nham muc dich dan du tao niém tin va sy dong cam tir nan
nhan. Pong nhiéu vai nhan vat khac nhau dé tao ra mot cu chuyén hoan
hao danh dong vao tdm Iy cia nan nhan mot cach sau sac.

Sir dung biéu miu va giao dién gia mao: Cac trang web lra dao thuong
sao chép giao dién cua cac trang web chinh thic, st dung biéu miu ding
nhap hoic thanh todn gidng nhu that dé danh lira ngudi ding.

Kich thich tam ly: Cac ddi tuong lira ddo da phan danh vao tdm ly: 1ong
tham, su so hdi, tinh hiéu ky, tinh to mo va dic biét 13 tinh thuong, su
thuong hai ctia con nguoi. Béi tuong thuong tao ra cam giac khan cap dé
thiic ¢ay nan nhan hanh dong ngay 1ap tirc ma khong suy nghi k¥ ludng. Vi
du, ho c6 thé théng bao ring tai khoan cuaa ban s& bi khda néu khéng xac
nhan thong tin ngay lap tac.

Puwa ra phan thwéng hoic co hdi hiém co: Hua hen giai thuong 16n, co
hoi dau tu sinh 161 cao, hodc co hoi viéc 1am hap dan dé thu hit sy cha y
cua nan nhan.

Yéu cau hanh dong gap: Ddi tugng lira dao gui lién két dén cac trang web
gia mao hoic ma QR, noi nan nhan dugc yéu cau nhap théng tin ca nhan
hoic tai khoan. Céc lién két nay thuong dugc nguy trang dudi dang lién két
hop phap hoic phan thuong.



- Lam gia théng bao khan cdp: St dung théng béo gia mao vé su cb bao
mat, vién ¢ Iy do ngudn tién dang bi treo vi phai dong thué, co quan cong
an diéu tra, 15i tai khoan, hoic su kién khan cap dé yéu cau nan nhan cung
cap thong tin ngay lap tac.

- Kich thich sw td mo: Gui email hoic tin nhian vé sy kién, bao céo, hoic tai
licu: Dbi twong hira dao giri thdng tin vé su kién néng hoi, bao cao quan
trong, hoac tai liéu hap dan, yéu cau nan nhan tai xudng hoic mé file dinh
kem chtra ma doc.

4. Muc dich ciia d6i twong lira dio

Tai Viét Nam, cac d6i tugng lra dao truc tuyén c6 2 muc tiéu chinh 1a ltra
dao tai chinh va lira dao tryc tuyén khac. Trong d6 72.6% l1a lira dao truc tiép vao
tai chinh, con 27.4% la cac dang Itra ddo truc tuyén khac nhau. Tuy nhién, cac
hinh thtic Itra dao khac d6 ciing 14 bude dém dé tiép ndi cho viée 1én kich ban thyc
hién Itra dao tai chinh.

Muc tiéu cudi cung cta d6i tuong déu 1a lira dao chiém doat tai san. Cac
dbi tuong lira dao co thé tim cach danh cip tién tir tai khoan ngan hang, vi dién
tur, hodc thé tin dung ctia nan nhan thong qua cac ky thuat nhu phishing (Itra dao
qua email va tin nhan), smishing (ltra ddo qua tin nhan SMS), hodc vishing (lira
dao qua dién thoai).

Cac yéu t6 ma ddi tuong tap trung huéng dén dé loi dung thuc hién cac
hanh vi ltra dao 13 tAm 1y nhe da c4 tin, thiéu su tiép can thong tin, thiéu viéc lam
hozc thu nhap thp, danh vao long tham an siu trong mdi con ngudi.

Cach thire cac dbi tuong Itra dao truc tuyén nhan tién lra ddo tir nan nhan bao
gom:

- Chuyén khoan vao cac tai khoan ngan hang rac, c4c tai khoan khéng chinh
chu duoc mua lai tir cac d6i twong nhu sinh vién, hodc cac sb tai khoan
ngan hang ao.

- Chuyén tién qua cac cong thanh toan truc tuyén (Vi du nhu thanh toan mua
thé dién thoai: céng Ngan luong, Bao kim,...)

- Chuyén tién qua cac vi dién tir nhw Momo, ViettelPay, VNPay...

- Chuyén tién thong qua tién 4o trén cac san giao dich.



1. KY NANG PHAT HIEN

Ky nang phat hién giup nguoi dung kip thoi phat hién cdc thu doan cua
doi tiwong liva ddo, bdo vé ngwoi ding khéi nhitng mat mat tai chinh va cdc hdu
qud tiéu cuc khdc c6 thé xdy ra khi roi vao cdc chiéu tro liva ddo trén mang. Pé
phat hién cdc website, email, tin nhdn, hay cudc goi c6 dau hiéu ding ngo va
tranh bi lira dao truc tuyén, ban nén chu y dén mot s6 ddc diém canh bdo sau:

1. Poi véi hinh thire lira dio Goi dién truc tiép

Nguoi ding cé thé phat hién cac cudc goi lira dao théng qua nhiing dau hiéu
sau day:

- Cung cap thong tin khong ré rang hoic khong chinh xac: Ddi tugng lira
dao thuong cung cip thong tin khong rd rang hoic map mo vé muc dich
cua cudc goi, danh tinh ctia minh hoac t6 churc ho dai dién.

- GAy ap luc hodc tao cam gidc khan cap: Cudc goi lira ddo thuong cd ging
tao cam giac khan cap va sy thiéu canh giac caa nan nhan, yéu cau ngudi
nhan thuc hién hanh dong ngay 1ap tirc, thuong 13 chuyén tién hodc cung
cap thong tin c4 nhan.

- Yéu cau cung cap thong tin quan trong va nhay cam c4 nhin hoic tai
chinh: Cac déi tuong lira dao thudng yéu ciu ngudi nhan cung cip thong
tin nhu sb thé tin dung, s tai khoan ngan hang, sd chimg minh nhan dan
hodc cac thong tin nhay cam khéc.

- Hira hen loi ich bat ngo: Ddi tuong lira dao c6 thé hira hen nhimg loi ich
khéng thuc té, nhu trang thudng, qua ting hoic khoan tién 16n, nhung yéu
cau ngudi nhan phai tra phi hoic cung cp thong tin trudc.

2. Doi véi hinh thire lira ddo qua Tin nhian (SMS)/ Email

Pé phat hién hinh thirc lira dao thdng qua tin nhan (SMS)/email, nguoi
ding can luu ¥ nhitng dau hiéu nay:

- Pia chi giri email khéng chinh xac: Kiém tra dia chi email ctia nguoi gui.
Thong thudng, dia chi email cua cac to chic uy tin s& ¢6 tén mién chinh
thirc, con email gia mao thuong c6 tén mién khong rd nguon goc hoic
khéng chinh xac.

- Phan chir ky va théng tin lién hé caa email khong dang chuan format,
hodc doi khi khong c6 chit ky va thdng tin lién hé cu thé nhu sé dién thoai,
dia chi...
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Lbi chinh ta va ngir phap: Email lira ddo thudng c6 15i chinh ta, ngit phap,
va cau trac cau khong chuan.

Yéu cau thong tin ca nhan: Email yéu cau ban cung cap thong tin c& nhan
hodc tai khoan ngan hang mot cach khén cap.

Lién két, tép tin dang ngo: Cac lién két trong email c6 thé din dén trang
web gia mao. Di chuét qua lién két dé xem dia chi URL thuc té trude khi
nhip vio.

Tép tin dinh kém dang ngo: tép tin ¢ thé chén ma doc hai (co6 dudi nhu
.pdf, .doc, .xlIsx, .bat, .zip, .rar, .html, .exe...), d6i khi la tép tin dinh kém la
file nén c6 mat khau bao vé, hoic tép tin cé kich thudc 16n khi duoc giai
nén nham vuot mat sy phat hién cua cac bo may ra quét ma doc truc tuyén
(nhu Virustotal.com).

Loi hira vé phan thwéng hodc khuyén mai bat ngo: Tin nhian hira hen
ban thang giai thuong 16n hodc yéu cau ban cung cip thong tin ca nhin dé
nhan qua.

P6i v6i hinh thire lira ddo qua Mang xa hoi

Str dung cac nén tdng mang xa hdi dé ltra dao giap cac doi tuong dé dang

danh tinh va ddy 1a mot s6 dau hiéu can luu y:

Loi moi két ban, 1am quen bat ngd tir ngwoi la: Dé tao long tin, cac ddi
tugng ltra dao thudng str dung hinh anh chin chu, ngoai hinh bat mat tiép
can nan nhan, lam quen mot cach bat ngo.

Du do tham gia cac h¢i nhém dau tw, lam nhiém vu: Gan mac dau tu it,
lgi nhuén cao, cac doi twong danh vao tdm Iy muodn kiém ti€n cia nan nhan.

Quing cao tuyén dung hay cac dich vu hap din: Cac d6i tuong lira dao
thuong diang tai bai viét quang cao dich vu voi nhiéu wu dai hdp dan, mirc
gia khong tuéng nhu tour du lich, vé may bay gia ré,... hay tuyén dung
“viéc nhe luong cao”, dich vu 14y lai tién bi lira, ... dé chao moi khach hang
nhe da ca tin trén mang xa hoi.

Lira dio video Deepfake: Cac ddi twong sir dung cong nghé tri tué nhan
tao (Al) tao ra nhiing video hodc hinh anh gia, sao chép chan dung gia nguoi
than, ban bé dé thuc hién cac cudc goi ltra dao truc tuyén.

Yéu ciu dong coc trudc, chuyén tién khan: Cac ddi tuong lira dao c6 thé
nghi ra nhiéu 1y do dé yéu ciu nan nhan phai chuyén tién, hodc gia danh
ban bé, nguoi than can vay tién gap.



4. P6i v6i hinh thire lira ddo thong qua Website

Céc d6i tuong hra déo thuong sir dung nhitng website gia mao dé danh

lra nguoi dung, dudi dy 1a cac ddu hiéu can luu v dé phat hién kip thoi:

Pia chi trinh duyét (URL) khéng chinh xac: Kiém tra ky dja chi URL dé
dam bao né chinh xac va thudc vé trang web chinh thic. Cac trang web lira
dao thuong co dia chi URL tuong tu nhu trang web chinh thirc nhung c6
nhitng thay d6i nho (nhu thay di ky tu, thém sd).

Cac dwong dan c6 dau hiéu hoic ky tw bat thwong nhu 16i chinh ta (Sai
khac, thiéu hoac thira mot vai ky tu, hoic thay thé mot vai ky tu véi ky tu);
Tén mién co tién té hoac hau té st dung ky tu la; Tén mién phu cb bat
chudc tén mién caa mét trang hop phap. ..

P tin cay caa domain: Cac dudi trang .com, .org, .gov (chinh phu), .edu
(gido duc dao tao)... thudng la nhitng top-level domain c6 thé tin cay duoc,
tuy nhién ciing can phai can trong khi truy cap néu thay c6 dau hiéu kha
nghi vé viéc lay Cap hay thu thap thong tin dix liéu ca nhan; Cac dudi top-
level domain it pho blen nhu .info, .asia, .vip, .tk, .Xyz... thuong c6 d¢ tin
cay khé thap; Mot sé6 duong dan st dung tén mién quéc té (IDN) dé danh
ltra nan nhan hoic sir dung dich vu rat gon tén mién; St dung tén mién dai
khién nguoi ding nham 1an; Buong din open redirector nham danh lira nan
nhan sau day diéu huéng nan nhan sang mot trang khac dé lira dao. ..
Thiéu chieng chi SSL: Trang web chinh thtc thuong c6 chang chi SSL,
biéu thi bang khoa an toan va “https” thay vi “http” trong dia chi URL.

Thiét ké kém chat lweng: Trang web lira dao thuong co thiét ké kém, hinh
anh khong ding quy chuan thuong hiéu, 13i chinh ta, va thiéu chuyén
nghiép. Nguyén nhan la do cac trang web gia mao thuong khong kiém duyét
k§ noi dung. Hoic cac trang nay duoc tao boi dbi tugng & nudc ngoai khong
thanh thao ngdn ngir duoc st dung dé hra dao.

Canh bao, de doa, quang céo: Website lira dao khi truy cap thuong xuat
hién canh béo, de doa hoic cac chuwong trinh tring thuong véi phan qua hap
dan muc dich dan du nguoi ding truy cap cac lién két khéng an toan.

Chitng nhan Tin nhiém mang: Tin nhiém mang ching nhan d tin cay vé
ATTT cho cac ddi twong trén khéng gian mang. Cac website cta co quan
nha nudc déu s& duoc cap chiing nhan tin nhiém mang. Nguoi ding can doi
chiéu ky cang vai tin nhiém mang dé dam bao website truy cap du tin cay.



Chitng nhan cia B Cong Thwong: Doanh nghiép bt budc phai khai béo
tén mién va trang web véi Bo Cong Thuong. Néu khéng c6 chang nhan
nay thi trang web chua du d9 tin cay.

Yéu cau thdng tin ca nhan ngay lap tic: Trang web yéu cau ban nhap
théng tin ca nhan hoac tai khoan ngan hang ngay lap tac ma khong c6 bat
ky ly do hop ly nao.

Poi voi hinh thire lira dio thong qua Phian mém, ing dung gia mao

Str dung cac phan mém, tng dung gia mao la mot trong nhimg phuong thic

lra d40 cua cac d6i tugng, boi vay ngudi dung can xay dung k¥ niang phat hién
kip thoi va cha y cac dau hiéu sau:

Tai tir nguén khong chinh thire: Néu ing dung khong duoc tai tir cc cira
hang tmg dung chinh thirc nhu Google Play, CH Play hoac App Store, d6
c6 thé 1a diu hiéu cua tng dung gia mao. Néu tng dung duoc tai vé dudi
dang dudi file .apk (Dichvucong.apk) hoidc .mobileconfig thi tuyét doi
khong nén cai dat.

Yéu cau quyén truy cip khong can thiét: Néu tmg dung yéu ciu quyén
truy cdp vao cac thong tin hodc chirc nang khong lién quan dén muc dich
chinh cua nd (nhu quyén truy cdp danh ba, tin nhan, vi tri), day c6 thé 1a
d4u hiéu cua phﬁn mém ddc hai.

Giao dién kém chat lwong: Ung dung gia mao thudng cé giao dién kém
chét luong hoic khong chuyén nghiép, ndi dung chua 16i chinh ta.

Tinh ning khong rd rang: Néu tinh ning cta Gng dung khéng rd rang
hoic khong gidng nhu quang cdo, cd thé 1a ddu hiéu cta phin mém gia
mao.

Thong tin nha phat trién khong dwoc xac minh: Nha phat trién tng dung
khong c6 trang web chinh thirc hoac thong tin lién h¢ rod rang.

11l. KY NANG XU LY

Ky nang xiv Iy 1a nhitng kién thire co ban va can thiét gitip moi doi twong

trén khong gian mang binh tinh xit Iy tinh huong khi gdp phdi truong hop liva ddo
triee tuyén. Khi nguoi ding phdt hién ban thdn da tré thanh nan nhdn ciia chiéu

tro lwa dao truc tuyén, bi chiem doat thong tin ca nhan hodc tai san, viéc ap dung

nhitng kj néng xir I nhanh gon va chinh xdc la rdt quan trong. Viéc phdan img
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nhanh chéng va diing cdch ca trude, trong va sau khi bi liva déio ¢ thé givip giam
thiéu thiét hai va bdo vé nguoi ding khéi nhitng rii ro tiép theo.

1.

2.
2.1.

Xir 1y khi giip lira ddo truc tuyén

Chii dong chiin céc tin nhin cudc goi: Khi dugc tiép can boi cac tin nhin,
cudc goi co dau hiéu lvra dao, nguoi dan nén chu dong ngét lién lac, chan
tin nhin.

Bio cdo cac tin nhin, cudce goi: Chin va bao céo céc tin nhin c¢6 dau hiéu
Itra dao trén cac nén tang mang xa hoi. DBdi voi cac cude goi dién, luu lai )
dién thoai cua cac d6i tugng va trinh bao véi co quan cong an nham kiém
tra va bat gitt.

Tim kiém thong tin trén mang: Tim kiém cac phuong thirc, thong tin lién
quan té1 hanh vi Itra dao, rat c6 thé hanh vi d6 da duoc bao cdo va dang tai
boi cac co quan truyén thong hodc nan nhan khac.

Giri canh bao vé Trang canh bdo an toan thong tin Viét Nam tai dia chi
canhbao.khonggianmang.vn

Xir 1y sau khi bj lira ddo tryc tuyén

Trwong hop bi ddn du chuyén tién cho cdc déi twong lira ddo:

Khéng it truong hop nan nhan nhe da ca tin, 1am theo 1oi dan du cta ddi

tuong lira d40 va tu chuyén tién vao tai khoan cta cac dbi twong nay. Trong truong
hop gap phai tinh hung twong tu, nan nhan can phai:

2.2.

Dirng chuyén tién, tuyét di khong tiép tuc lam theo 16i dan du cta d6i
tuong Itra dao.

Lién hé ngay lap tic véi ngan hang va té chirc tai chinh dé bao céo lia
dao va yéu cau ho dirng moi giao dich.

Sao lwu lich sir giao tiép, giao dich: Nhanh chéng luu lai cac doan hoi
thoai vai ddi tuong Itra ddo, lich st giao dich chuyén khoan nham phuc vu
cho qud trinh diéu tra va truy vét ddi tugng.

Trinh b&o lira ddo: Trinh bao vu viée lira dao truc tuyén véi cic co quan
chuc nang nhu lyc lugng cong an dia phuong.

Canh bzo cho gia dinh va ban bé vé truong hop lira dao nay dé ho c6 thé
dé phong nhitng chiéu tro tiép theo c6 thé xay ra.

Truwong hop bi mit cdc thong tin dang nhdp, chiém quyén diéu khién
thiét bi:
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Trong trudng hop cac dbi tugng lira dao c6 thong tin ding nhap tai khoan

hay chiém dugc quyén di€u khién thiét bi va thyc hién hanh vi chiém doat tai san,
nguoi dung can:

Lién hé v6i ngan hang hoiac cac don vi tai chinh: Trong truong hop thong
tin tai chinh bi d6i tuong lira dao chiém doat, lién hé ngay véi ngan hang
hodc cac don vi tai chinh dé thong bao vé su ¢d va khoa tai khoan. Diéu
nay sé& gitp ngan chin cac ddi tuong thuc hién giao dich trai phép.

Thay d6i toan bd mat khau cé6 @6 kho cao, trén 12 ky tu (bao gom chir sé
chix hoa, chir thuong va céac Ky tu dic biét) déng thoi bat tinh nang bao mat
hai budc trén cac nén tang truc tuyén dang st dung.

Kiém tra thiét bi va hé thong: Sir dung phan mém diét virus va cac cong
cu bao mat khac dé quét thiét bi nham phat hién va loai bo phan mém doc
hai.

Cai dit lai hé thong thiét bi: Trong truong hop nhan thay thiét bi c6 dau
hiéu bi xAm nhép, ngudi dan nén dit lai dir liéu, dua thiét bi vé trang thai
nguyén ban nham loai bé cac phan mém doc hai, ngan khéng cho d6i tuong
thuc hi€n hanh truy cap vao cac tai khoan truc tuyén.

Trinh bao lira dao: Trinh bao vu viéc ltra dao truc tuyén vl cac co quan
chtrc nang nhu lyc lugng cong an dia phuong.

Giam sat tai khoan va tin dung: Theo doi tai khoan ngan hang va bao cdo
tin dung dé phat hién cac hoat déng bat thuong hodc trai phép.

Giri canh bao vé Trang canh bdo an toan thong tin Viét Nam tai dia chi
canhbao.khonggianmang.vn

Hoc héi tir kinh nghiém: Xem xét lai cach thic lira dao nham phong tranh
cac tinh hudng tuong tu trong tuong lai. Theo doi kénh thong tin Cong
khong gian mang qubc gia trén Facebook, TikTok dé cap nhat cac tin tirc
an toan thong tin, dac biét 1a Itra dao truc tuyén.

IV. KY NANG PHONG TRANH

Ky ning phong trdnh lira ddo truc tuyén cung cdp cdc kién thirc can thiét

dé bao vé ban than khoi nhitng rui ro trén internet. Dudi day la cac ky nang co

ban va ndng cao givip ban phong tranh cdc hinh thire liva déo triec tuyén hiéu qud.

1. Ky ning phong tranh co ban:

12



Viéc ndng cao nhan thic, ludn canh giac trude nhimg bat thuong khi tham

gia khong gian mang 13 nhitng k¥ ning co ban gitp han ché t6i da rui ro khong
dang c6. Dé phong tranh lira ddo truc tuyén, nguoi dung can:

Kiém tra ngudn gbc thong tin: Xac dinh xem thong tin dén tir ngudn déng
tin cdy hay khong. Kiém tra tén mién va dudong dan URL cua trang web.
Hay chu y d&én cac tén mién khac thuong, c6 16i chinh ta hodc khong c6 cac
ching chi tin nhiém mang.

Canh giac véi ngudi la két ban qua mang x& hdi, qua Zalo, Telegram. ..
Khi c6 dau hiéu kha nghi ngay lap tic khdng két ban va khdng tra 16i. Ngoai
ra an di danh sach ban bé caa minh trén cac tai khoan mang xa hoi dé tranh
bi ddi twong hra d4o biét dén cac mdi quan hé xung quanh caa minh.

Canh giac véi email va tin nhin la: Cac email hodc tin nhan Itra dao
thudng gia mao céac to chirc uy tin (nhu ngan hang, don vi nha nudc hoic
cong ty cong nghé). Kiém tra k¥ dia chi email ngudi gui, so sanh d6i chiéu
v6i dia chi email dugc ghi trén cac cong thong tin chinh thong. Thong
thuong, cac dia chi Email gid mao s€ bao gé)m cac ky tu thtra, tén mién
khéng chinh xac.

Can than véi cac yéu cau cung cap thong tin c4 nhan, tai chinh: Khong
chia sé thong tin c4 nhan hodc tai chinh qua email hodc tin nhan cho cac ddi
tuong la. Ngoai cac don vi ngan hang, cac to chitc hoic doanh nghiép uy
tin s& khong yéu cau cung cip dir liéu ca nhén.

Canh giac véi nhirng yéu ciu dit coc hodc chuyén khoan trwée: Tuyét
dbi khong chuyén tién cho cac ddi tuong la trong moi truong hop. Boi voi
cac giao dich truc tiép, nguoi dan dugc khuyén cao nén thuc hién truc tiép
hodc thong qua ca nhan hodc to chirc trung gian uy tin.

Tim hiéu thém vé cac hinh thirc lira ddo pho bién: Cac loai hinh Iira dao
qua mang nhu Itra ddo qua email, tin nhén, mao danh va lira dao chiém doat
tai san da dugc phd bién rt nhiéu trén mang. Hiéu biét vé cac phuong thirc
nay sé& gitip dé dang nhan dién va phong tranh hau qua khong dang c6. Theo
d6i va cap nhit tai kénh thong tin Cong khong gian mang quoc gia
(Facebook/TikTok) hoidc website Khonggianmang.vn

K¥ ning phong tranh nang cao:

Bén canh viéc nang cao nhan thirc, ngudi dung cling can nhitng k§ nang

nang cao gitp phong tranh lira dao truc tuyén mot cach hiéu qua nhat, bao gom:
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Biao vé thong tin ca nhan: Tranh chia sé qua nhiéu thong tin, hinh anh ca
nhan trén cac nén tang mang xa hoi. An hét cac thong tin ca nhan nhu dia
chi, ngay thang nam sinh, sé dién thoai...). Khi diang gi 1én mang x& hoi
nén can nhic ky va nén chia sé & ché d6 ban be.

Sir dung mét khéu dai va phirc tap: Dam bao mdi tai khoan truc tuyén s
hitu mat khiu manh, bao gém chir hoa, chir thuong, sb va ky tu dac biét.
Tranh str dung cung mgt mat khau cho nhiéu tai khoan.

Thiét 1ap xac thue da yéu to (2FA): Kich hoat xac thuc da yéu t6 doi véi
cac tai khoan truc tuyén. Piéu ndy dong nghia vdi viée bd sung mét 16p xac
thuc (thong qua tin nhan, email hodc cudc goi) ngoai mat khau nham gia
tang muc d§ bado mat cho tai khoan.

Cap nhat phin mém bao mat: Cai dit va thudng xuyén cap nhat cac phan
mém diét virus, tuong lura, va cac cong cu bao mat khac dé bao vé thiét bi
khoi cac phan mém co6 chira ma ddc va cac mdi de doa khac.

Kiém tra va giam sat tai khoan tai chinh: Theo ddi k¥ céc giao dich trén
tai khoan ngén hang va thé tin dung dé phat hién bat ky giao dich nao khong
hop €.

Sao lwu dit liéu dinh ky: Sao luu dit 1iéu quan trong thudng xuyén dé tranh
mat dit liéu trong trudng hop bi tdn cong hoic bi lira dao.

V. KY NANG BAO VE

Ky ndng bdo vé la viéc xdy dung nén tang kién thuc kién co voi nhitng

“nguyén tdac vang” dé bao vé bdan than va céng dong khéi lira ddao truc tuyén.

Bang cdch ghi nhé va chia sé nhitng nguyén tic dudi ddy, ban cé thé xdy dung

mdt hang rao bdo vé vitng chdc cho bdn thén, gia dinh, ban bé va cong dong trudc

cdc moi de doa lwa dao truc tuyén.

1. “Nguyén tic vang” biao vé ban than khéi lira dio true tuyén

o Nguyén tic 1: Hay chim lai

Nhitng d6i tuong Ira dao thudng tao ra cam giac cap bach dé chiing c6 thé

vuot qua kha nang nhan dinh ctia ban. Nhitng cudc goi, tin nhén... thic giuc phai
hanh dong nhanh nhu: thdi gian khuyén mai da hét; néu khong chuyén tién bay

gid ban va nguoi than phai thuc hién céc thi tuc to tung...
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Trong tinh huéng niy, ban hay danh thoi gian suy nghi k¥ va dit cau hoi
tim hiéu k¥ ndi dung, thong tin dé tranh bi don vao tinh hudng xau.

o Nguyén tic 2: Kiém tra tai chd

Tim hiéu thém dé xac thuc thong tin ban dang nhan dugc. Néu ban nhén
duge mot cude goi khéng mong mudn, hiy tra ciru s6 ngan hang, co quan, hodc
t6 churc dang goi dén va lién hé lai tryc tiép.

e Nguyén tic 3: Dirng lai! Khéng giri
Khéng mot c4 nhan hodc co quan nao yéu cau thanh toan ngay tai chd. Vi
vay, néu ban cam thay giao dich khong dang tin, hay ding lai vi c6 thé day 1a dau
hi¢u Itra dao.
2. Quy tic “6 KHONG”

- KHONG cung cép théng tin ca nhan, dia chi, s6 dién thoai, sb tai khoan
ngan hang cta minh cho d6i twong khdng quen biét; than trong ra soét va
kiém tra ky thong tin trude khi thyuc hién cac giao dich chuyén tién.

- KHONG két ban va ndi chuyén véi nguoi la, dac biét 1a nhitng tai khoan
c6 hinh anh ngoai hinh dep va bat mat. Tuyét d6i khéng nhan 16i moi tham
gia cac hoi nhém ma khong rd muc dich dbi tuong.

- KHONG truy cép, ding nhap vao cac duong dan, lién két, website, tng
dung hoac méd tép dinh kém dén tir ngudi gui khong xac dinh, khéng rd
ngudn goc.

- KHONG cén bo co quan nha nudc, bd cdng an, vién kiém sat, tda an hay
don vi tai chinh. .. ndo goi dién dé diéu tra qua dién thoai, yéu cau phai cung
cap thong tin ca nhan hay dong tién.

- KHONG thyc hién chuyén khoan trudc, tuyét doi khong dat coc, chuyén
khoan tién cho cac dbi tuong la trong bt ctr trudng hop nao.
- KHONG tham lam nhiing tai san, mén qua khdng rd nguon goc cé thé nhan

dugc mot cach dé dang, nhitng loi nhuan "phi thyuc t&" ma khdng tén sac

~
A

lao @ong, nhirng lo1 moi chao, du do "viéc nhe Iuwong cao"...

Theo dbi va cdp nhdt cac thong tin, tinh husng, ddu hiéu vé lira dao truc tuyén
tai kénh thdng tin Cong khdng gian mang quéc gia trén cac nén tang mang xa hgi
nhu Facebook, TikTok... hoac website Khonggianmang.vn

Cic co quan, to chirc, doanh nghiép vé an ninh mang, an toan thong tin:
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1. Cyc An ninh mang va phong, chng t6i pham st dung coéng nghé cao
(A05), B6 Cong an; hodac Cuc Canh sat hinh sy (C02) truc thugc Bo Cong An.

Tai mdi dia phuong, 1ién hé Phong An ninh mang va phong, chdng toi pham
st dung cong ngh¢ cao (PAOS).

2. Cuc An toan thong tin (AIS), truc thuoc Bo Thong tin va Truyén thong.
Cuc An toan thong tin 14 co quan quan 1y nha nudc va thuc thi phap luat vé an
toan thong tin, di¢n thoai 024 3209 6789; email ais@mic.gov.vn.

3. B6 Tu 1énh Téc chién khong gian mang (B6 Tu 1énh 86), B& Qubc phong
Viét Nam.

Bén canh d6 S¢ Thong tin va Truyén thong cac tinh, thanh phé truc thudc
trung wong tai 63 tinh/thanh pho 1 canh tay néi dai ctia B6 Thong tin va Truyén
thong tai cac tinh, thanh phd.

5. Hiép hoi an toan thoéng tin Viét Nam (VNISA), sé dién thoai: 024
62901028; email info@vnisa.org.vn.

6. Cac doanh nghiép an toan thong tin cua Vi¢t Nam: Bkav, VNPT Cyber
Immunity, Viettel Cyber Security, CMC Cyber Security, FPT IS, HPT, MISOFT
va VNCS...

7. Lién minh tuyén truyén ning cao nhén thirc, k§ ning bao dam an toan
thong tin cho nguoi dan trén khong gian mang do Cuc An toan thong tin (AIS) va
Hiép hoi An toan thong tin Viét Nam (VNISA) chi tri diéu phdi cing 8 don vi
sang 1ap VNPT, Viettel, MobiFone, CMC, Bkav, VNG, TikTok va Céc Céc.
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